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(57) Abstract: A secure instant gaming ticket, a 
system for authenticating the ticket, and methods 
for producing and authenticating the ticket, include 
a substrate (12) having a plurality of game indicia 
and a ticket security signamre printed thereon, and 
-3Q an opaque, removable coating (20) disposed on at 
least a portion of the plurality of game indicia. The 
coating has a machine readable security pattern 
(16, 18) related to the ticket security signature 
disposed thereon. The coating may comprise a 
plurality of cells (30), each cell (30) being disposed 
on at least one of the game indicia on the substrate 
(12) and each cell having an associated cell security 
signature which forms a part of the ticket security 
signature. 
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SECURITY PATTERNS FOR INSTANT GAMING TICKETS 

Background Of The Invention 

This invention relates to instant gaming tickets, and in particular, the use of data 
patterns to enhance the security of instant gaming tickets. 

5 Instant gaming tickets typically include a substrate or card having a play area in 

which game indicia are printed. The game indicia in the play area are covered with an 
opaque, removable coating, such as a scratch-off latex coating, to prevent a player from 
seeing the game indicia printed under the coating prior to scratching off the coating. 

An instant probability gaming ticket requires the player to scratch off the latex 
1 0 coating from only a portion of the play area, i.e., to reveal only some of the game indicia 
which comprise a winning combination of game indicia. For example, a probability 
game may require the player to scratch off the latex coating covering four out of twenty 
game indicia to attempt to uncover a winning combination of game indicia. For such a 
game, a single ticket may have multiple winning combinations of game indicia covered 
15 by the latex coating, and any one of the game Indicia can be included in one of the 
winning combinations. 

If a player believes that he or she has uncovered a winning combination of game 
indicia on the instant gaming ticket, the ticket must be validated and authenticated upon 
redeeming the ticket for a prize. Validation relates to determining whether a winning 
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combination of game indicia has been uncovered on the ticket. Authentication involves 
determining that the instant ticket is not invalid because it had been tampered with or 
altered. 

Authentication is important for instant tickets that are used for probability games 
5 because such instant tickets contain all of the combinations of game indicia needed to 
win the game. With an instant probability game ticket, an unscrupulous player may 
uncover an unauthorized number of play cells to attempt to determine the winning 
combination of game indicia, and then transfer all or portions of the latex coating from 
another instant ticket to leave only a winning combination of game indicia uncovered. 

10 Summary Of The Invention 

In general, in one aspect, the invention features a secure instant gaming ticket 
including a substrate having a plurality of game indicia and a ticket security signature 
printed thereon. An opaque, removable coating is disposed on at least a portion of the 
plurality of game indicia, the coating having a machine readable security pattern related 
1 5 to the ticket security signature. 

Implementations of the invention may also include one or more of the following 
features. The ticket security signature may be in the form of a machine readable bar 
code or machine readable characters. The security pattern may be a variable data 
pattern, which may be a pattern of dots. 
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In general, in another aspect, the invention features a secure instant gaming 
ticket including a substrate having a plurality of game indicia printed thereon and 
plurality of cells. Each cell comprises an opaque removable coating disposed on at 
least one of the plurality of game indicia on the substrate, each cell further having 
5 disposed on the coating a machine readable security pattern indicative of a cell security 
signature associated with the cell. A ticket security signature comprises the cell security 
signatures associated with each of the plurality of cells. 

Implementations of the invention may also include one or more of the following 
features. The ticket security signature may be printed on the substrate in the form of 
10 a machine readable bar code or machine readable characters. The security pattern 
may be a variable data pattern, which may be a pattern of dots. The ticket security 
signature may be determined on the basis of a string of characters printed on the 
substrate. 

Each cell may include an ordered series of tiles, each tile having an associated 
15 magnitude. The ticket security signature may be an ordered combination of the 
magnitudes associated with the tiles. The magnitude associated with each tile may be 
represented by a pattern of dots disposed on the coating. 

In general, in another aspect, the invention features an instant gaming ticket 
authentication system. An instant gaming ticket comprises a substrate having a plurality 
20 of game indicia and a security signature printed thereon and an opaque, removable 
coating disposed on at least a portion of the plurality of game indicia, the coating having 
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a machine readable security pattern related to the security signature disposed thereon. 
A ticket reader determines a ticket security signature based on the security pattem and 
compares the determined ticket security signature to the printed security signature on 
the ticket. 

5 In general, in another aspect, the invention features a method of producing a 

secure Instant gaming ticket. Game indicia and a ticket security signature comprising 
a string of characters are printed on a substrate. At least a portion of the game indicia 
are covered with an opaque, removable coating. A machine readable security pattern 
is disposed on the coating, the machine readable security pattern being related to the 
10 ticket security signature. 

Implementations of the invention may also include the following feature. The 
method may include determining the machine readable security pattem by parsing the 
string of characters prior to disposing the machine readable security pattem on the 
coating. 

15 In general, in another aspect, the invention features a method of authenticating 

an instant gaming ticket, the ticket having game indicia printed thereon and an opaque, 
removable coating covering at least a portion of the game indicia, the coating further 
having a security pattem disposed thereon. The security pattern is detected, and a 
ticket security signature is determined using the detected security pattern. The 

20 determined ticket security signature is compared to a printed ticket security signature 
on the ticket. 
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Implementations of the invention may also include one or more of the following 
features. The method may include rejecting the ticket if the detennined ticket security 
signature and the printed ticket security signature are not related according to a 
predetermined criterion, and deeming the ticket authentic If the determined ticket 
security signature and the printed ticket security signature are related according to a 
predetermined criterion. 

The present invention has the advantage of enhancing the security of instant 
gaming tickets. 

The present invention has the additional advantage that data for authenticating 
the instant gaming may be stored on the ticket itself, rather than in a remote location, 
without significantly increasing the amount of data that must be stored on the ticket. 



The present invention has the further advantage of using a unique security 
pattern that is not obvious to the player. 



Other features and advantages of the invention will become apparent from the 
following detailed description, and from the claims. 
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Brief Description Of The Drawings 

Fig. 1 shows an instant gaming ticket and a somewhat diagrammatic ticl<et 
reader according to the present invention. 

Fig. 2 shows the construction of a play cell of the instant gaming ticket of Fig. 1. 

5 Fig. 3 is a flow chart showing a method of authenticating an instant gaming ticket 

according to the present invention. 

Fig. 4 is a flow chart showing a method of making an instant gaming ticket 
according to the present invention. 

Description Of The Preferred Embodiments 

10 The present invention relates to placing variable data patterns over or on the 

opaque, removable coating on Instant gaming tickets to enhance ticket security. The 
variable data patterns may be in the form of patterns of dots. A unique signature, which 
is related to the variable data patterns, is also encoded and printed on each instant 
gaming ticket. Both the signature and the variable data patterns can be read by a ticket 

1 5 reader to verify that the instant ticket has not been tampered with or altered. 

By creating the security pattems over or on the opaque coating on instant 
gaming tickets, both the validation and authentication functions may be performed by 
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a ticket reader. The ticket reader may validate the ticket based on which game indicia 
have been uncovered to reveal a winning combination. The ticket reader may also 
authenticate the instant ticket based on the variable data patterns on the opaque 
coating that still covers game indicia in the play area of the ticket. 

5 The present invention allows the components of an instant gaming system, i.e., 

an instant gaming ticket, a ticket printer, a ticket reader, and a central system, to 
increase the level of security by representing large amounts of variable patterns without 
having to manage large amounts of data or store large amounts of data in a bar code 
printed on the ticket. Further, the invention may also be used to identify attempts to 

1 0 tamper with the instant gaming ticket. The use of security patterns created on the latex 
coating also permits validation of the instant ticket using a ticket reader located remotely 
from a central gaming location, which may communicate data for validating the ticket 
to the ticket reader. Since a seemingly random pattern of dots is used to encode a 
security pattern on the instant gaming ticket, the security patterns that are used will not 

15 be apparent to the player without a very detailed inspection of the ticket The security 
provided by the use of dot patterns may be further enhanced by printing the dot patterns 
on the coating with an Ink that can be read only under a certain type of light, such as 
light outside the visible spectrum, e.g., infrared light, or monochromatic light in the 
visible spectrum having a predetermined wavelength. 

20 As shown in Fig. 1, an instant gaming ticket 10 may include a substrate 12 

having a play area 22 in which game indicia are printed. The game indicia may be 
. alphanumeric or other symbols arranged in thefomn of an array. Other information may 
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also be printed on ticket 10, such as a machine readable bar code 16, machine 
readable characters 18, and ornamental graphics 19. The machine readable barcode 
and machine readable characters may be used for both validation and authentication 
of the instant gaming ticket and may include, e.g., a game number, a ticket number, a 
ticket pack number, and a retail sales location number. 

Play area 22 of instant gaming ticket 10 may consist of game cells, such as 
game cell 30. Each game cell is a clearly delineated portion of the play area covered 
by an opaque, removable coating, e.g., latex coating 20, that may be removed during 
play. Latex coating 20 may be removed, e.g., by scratching the latex coating with a 
coin, to play the instant game. The size and number of the play cells is typically a 
function of the game that is played using the instant ticket. Additional information or 
graphics, including a ticket security feature, may be printed over or on latex coating 20. 

The present invention relates to placing, e.g., by printing, a unique security 
pattern on the latex coating that covers each of the play cells. As shown in Fig. 2, each 
game cell 30 may comprise a matrix of tiles, such as tile 40. The matrix of tiles may be 
a two-dimensional M x N matrix, where M and N are positive integers such the M < N, 
M = N or M > N. The tiles may also be placed in one of a number of possible 
orientations in the game cell. 

Each tile 40 may comprise a matrix of sub-tiles, such as sub-tile 50. fonned in 
a rectangular pattern. The matrix of sub-tiles may be a two-dimensional P x Q matrix, 
where P and Q are positive integers such that P < Q, P = Q or P > Q. Each sub-tile 
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may further comprise a matrix of dots in a regular pattern. The matrix of dots may be 
a two-dimensional R x S matrix, where R and S are positive integers such that R < S. 
R = S or R > S. Each dot may be defined as a predetermined rectangle formed by 
printer inkjets, e.g., a 2 x 3 rectangle or a 2 x 2 square of Inkjet marks. 

5 For example, if one Inkjet mark is 0.004167 square inch, then a dot comprising 

a 2 X 2 square of Inkjet marks would be 0.008333 square inch. Further, if a sub-tile 
comprises a 5 x 5 matrix of dots, and a tile comprises a 3 x 3 matrix of sub-tiles, then 
the size of a tile is 0.125000 square inch. Thus, if each cell is a 4 x 4 matrix of tiles, 
then the size of each cell is one-half (0.500000) square inch. 

10 As shown in Fig. 2, there may be two types of dots, i.e., active dots, which 

appear as black squares, and inactive dots, which appear as white squares. Each sub- 
tile has a predetermined number of active dots at certain locations, if each sub-tile 
contains a number T of active dots, where T is a positive integer such that T < RS. then 
the number of possible sub-tiles that may be fomied is the combinations of RS dots 

15 chosen T dots at a time, i.e., 

C^Rs= (RS) ! 
Tl (RS-T) 1 

For the example shown in Fig. 2, there are three active dots in each sub-tile. Since 
each sub-tile consists of a total of 16 dots (i.e., a 4 x 4 array of dots), there are 560 
20 possible sub-tiles. However, the number of possible sub-tiles may be further limited to 
a predefined number, e.g., 240, so that each of the sub-tiles in the set of possible sub- 

;;yv-9- 
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tiles has desirable distance, synchronization, redundancy and visual properties when 
printed over or on latex coating 20. 

Play cells comprise combinations of tiles, which themselves comprise 
combinations of sub-tiles. Each play cell has an attribute known as a rotation 
5 sequence, which is the particular arrangement of tiles and sub-tiles in the cell. A unique 
rotation sequence for each ticket is determined and encoded into the pattern of tiles and 
sub-tiles on an instant ticket. Alternatively, the same rotation sequence may be 
encoded into the tiles that make up all play cells. There are a large number of different 
possible rotation sequences that may be used for the tickets of a particular instant 
10 game. Based on the rotation sequence, all of the play cells on an instant ticket in 
combination can be examined to ensure that they all actually belong to that ticket. 

A cell security pattern is the pattern of tiles and sub-tiles printed within a play cell. 
An algorithm, preferably an algorithm that assures mathematical redundancy, may be 
used to determine a single magnitude or logical value for each tile based on the 
1 5 combination of sub-tiles that make up the tile. The magnitudes may be chosen from a 
set of defined elements, e.g., the integers from 1 through 9. In the example of Fig. 2, 
the algorithm may use the combination of sub-tiles used to make up tile 40 to detemnine 
a magnitude for the tile, i.e., 4. Thus, the magnitude associated with each tile is 
represented by the patterns of dots forming the sub-tiles. 

20 Similarly, play cells are made up of combinations of tiles, each of which is 

associated with a signature value. In the example of Fig. 2, tile 30 comprises four sub- 

; : MO- 
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tiles which, when read in rows and columns from left to right and bottom, have 
magnitudes. 4. 2. 5 and 9. A cell security signature (CSS) may b defined as a string 
of the magnitudes of the tiles 40 of play cell 30 in the same order, i.e., 4259. Similarly, 
the cell security signatures for the remaining three play cells in Fig. 2 are 5813, 7162 
and 3512, respectively. The four cell security signatures shown in Fig. 2 may be 
represented as follows: 

CSS, =4259 
CSS2 = 5813 
CSS3 = 7162 
CSS4 = 3512 

Thus, the cell security signature is an assignment or mapping of a pattern of tile 
magnitudes based on an ordering of tile magnitudes read in a defined pattern, e.g., in 
rows and columns from left to right and top to bottom. 

Further, by reading the cells from left to right and top to bottom, the cell security 
signatures for each of the cells may be strung together to create a ticket security 
signature (TSS). The ticket security signature is the logical combination of cell security 
signatures that comprise the ticket. The ticket security signature is based on an 
ordering of the cells read in a defined pattern, e.g.. in rows and columns read from left 
to right and top to bottom. In this case, the ticket security signatures may have the 
form 4259581371623512. fonned as follows: 

•7; / ; ;-ii- 
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TSS = 4259581371623512 
CSSi 1 CSS2 1 CSS3 1 CSS4 

The ticket security signatures may be any logical combination of the cell security 
signatures that comprise the ticket. Preferably, the ticket security signature order will 
be based on a sequential numbering of the cells on the ticket. 

The ticket security signature may be printed on the ticket in the form of a printed 
alphanumeric character string, which may be covered with an opaque, removable 
coating such as a latex, or encoded in a machine readable bar code. The ticket security 
signature may be generated as a function of several variables, including, e.g. , the game 
number, the ticket number, the ticket pack number, and the retail sales location number. 
By applying a predefined function (f) to these variables, a unique ticket security 
signature may be determined for each ticket, as follows: 

f (game number, ticket number, ticket pack 
number, retail sales location number) = TSS 

such that 

TSS = CSS, I CSS2 1 CSS3 I CSS4 

Alternatively, the ticket security signature may be calculated using a function that uses 
an otherwise random alphanumeric string printed on the ticket as a seed value. 



j-12- 
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The total number of possible cell security patterns for the tiles on a particular 
card is: 

|t^(Tilds/Cetl) 

where N is the number of possible sub-tiles and Tiles/Cell is the number of tiles in each 
5 game cell. For the example of Fig. 2, where there may be 240 possible sub-tiles and 
there are 4 tiles in each game cell, the total number of possible cell security patterns is 
approximately 3.3 x 1 0®. Thus, there can be a unique cell security pattern for each cell 
of every instant ticket as long as the total number of cells per ticket multiplied by the 
total number of tickets for the game (and possibly an additional manufacturing factor) 
10 is less than the total number of possible cell security patterns. This will similarly 
guarantee a unique ticket security signature for each instant gaming ticket. Such a 
scheme prevents all or a portion of the latex coating from one ticket to be transferred 
to another ticket as part of a fraudulent scheme to produce a winning ticket. 

Fig. 3 shows a method 300 of authenticating an instant ticket according to the 
15 present invention. Using this method, a ticket reader 80 (Fig. 1) recreates the ticket 
security signature for comparison with the ticket security signature read from the ticket. 
A player scratches off a portion of the latex coating in the play area of the ticket to 
achieve a winning combination of game indicia (step 305). A ticket reader is used to 
detect the arrangement of dots forming the sub-tiles and tiles comprising each of the 
20 play cells that are not scratched off the play area (step 310). The ticket reader 
determines the magnitude of each tile within the play cells based on the ordered 
combination of sub-tiles vrtthin the tile (step 320). The cell security signature for each 

; ^ ~ " >13- 
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cell is determined by forming a string of the tile magnitudes determined by the ticket 
reader in a predetermined order (step 330). The ticket security signature is then 
determined by forming a string of the cell security signatures in a predetermined order 
(step 340). The determined ticket security signature is compared to the ticket security 
signature printed on the ticket (step 350). If the ticket security signatures are related 
according to a predetermined criterion, e.g., portions of the signatures are the same, 
then the ticket is deemed to be authentic, and a prize may be awarded to the player 
upon verification that a winning combination of game indicia has been uncovered (step 
370). If the ticket security signatures are not related according to a predetermined 
criterion, the ticket is rejected (step 380). 

Fig. 4 shows a method 400 of producing an instant gaming ticket according to 
the present invention. A ticket is first constructed by printing game Indicia in a play area 
on a substrate and then covering the game indicia with an opaque, removable coating 
(step 405). A ticket security signature is determined for each ticket, e.g., by applying 
a function to variables such as the game number, the ticket number, the ticket pack 
number, and the retail sales location number (step 41 0). Cell security signatures for the 
cells in the play area are then determined by parsing in order the ticket security 
signature in a predefined manner (step 420), Each cell security signature is again 
parsed in order to determine the magnitudes of the tiles which make up each cell of the 
latex coating (step 430). Based on the magnitudes of the tiles, an appropriate 
combination of sub-tiles, each of which comprises a matrix pattern of active dots, may 
be selected from the set of possible sub-tiles such that when read by a ticket reader, 
the combination of sub-tiles identifies a single magnitude for the tile (step 440). The 
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combination of sub-tiles in the form of active dot matrix patterns is then printed over or 
on the latex coating on the ticket to create the security feature for the ticket that will be 
used to authenticate the ticket upon redemption (step 450), as shown and described 
above with respect to Fig. 3. 

5 The use of a dot pattern in the form of tiles and sub-tiles placed over or on the 

opaque, removable coating in the play area of an instant gaming ticket is a poweri'ul 
security technique, which enables instant gaming tickets to be produced using variable 
data patterns for large numbers of tickets. Since there will appear to be no repeatable 
pattern among the dot patterns, tampering or alteration of instant tickets can be easily 
1 0 detected, and thus discouraged. 

Other embodiment are within the scope of the following claims. 
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What Is Claimed Is : 

1 . A secure instant gaming ticket, comprising: 

a substrate having a plurality of game indicia and a ticket security 
signature printed thereon; and 
5 an opaque, removable coating disposed on at least a portion of the 

plurality of game Indicia, the coating having a machine readable security pattern related 
to the ticket security signature. 

2. The secure instant gaming ticket according to claim 1 wherein the ticket 
security signature is in the fomi of a machine readable bar code. 

1 0 3. The secure instant gaming ticket according to claim 1 wherein the ticket 

security signature is in the form of machine readable characters. 

4. The secure instant gaming ticket according to claim 1 wherein the security 
pattern is a variable data pattern. 

5. The secure instant gaming ticket according to claim 1 wherein the security 
1 5 pattern is a pattern of dots. 

6. A secure instant gaming ticket, comprising: 

a substrate having a plurality of game indicia printed thereon; 

a plurality of cells, each cell comprising an opaque removable coating disposed 
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on at least one of the plurality of game indicia on the substrate, and each cell furlh r 
having disposed on the coating a machine readable security pattern indicative of a cell 
security signature associated with the cell; and 

a ticket security signature comprising the cell security signatures associated with 
5 each of the plurality of cells. 

7. The secure instant gaming ticket according to claim 6 wherein the ticket 
security signature is printed on the substrate in the form of a machine readable bar 
code. 

8. The secure instant gaming ticket according to claim 6 wherein the ticket 
10 security signature is printed on the substrate in the form of machine readable 

characters. 

9. The secure instant gaming ticket according to claim 6 wherein the security 
pattern is a variable data pattern. 

10. The secure instant gaming ticket according to claim 6 wherein the security 
1 5 pattern is a pattern of dots. 

1 1 . The secure instant gaming ticket according to claim 6 wherein the ticket 
security signature is determined on the basis of a string of characters printed on the 
substrate. 

C: "-17- 
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12. The secure instant gaming ticket according to claim 6 wherein each cell 
comprises an ordered series of tiles, each tile having an associated magnitude. 



1 3. The secure instant gaming ticket according to claim 1 2 wherein the ticket 
security signature is an ordered combination of the magnitudes associated with the 
5 tiles. 

14- The secure instant gaming ticket according to claim 12 wherein the 
magnitude associated with each tile is represented by a patten of dots disposed on the 
coating. 

15. An instant gaming ticket authentication system, comprising: 
an instant gaming ticket comprising a substrate having a plurality of game indicia 

and a security signature printed thereon and an opaque, removable coating disposed 
on at least a portion of the plurality of game indicia, the coating having a machine 
readable security pattern related to the security signature disposed thereon; and 

a ticket reader for determining a ticket security signature based on the security 
pattern and comparing the determined ticket security signature to the printed security 
signature on the ticket. 

16. A method of producing a secure instant gaming ticl<et, comprising: 
printing game indicia and a ticl<et security signature comprising a string of 

ctiaracters on a substrate; 
20 covering at least a portion of tlie game indicia with an opaque, removable 



10 
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coating; and 

disposing a machine readable secunty pattern on the coating, the machine 
readable security pattern being related to the ticket security signature. 

17. The method of claim 16 further comprising 

determining the machine readable security pattern by parsing the string of 
characters prior to disposing the machine readable security pattern on the coating. 

18. A method of authenticating an instant gaming ticket, the ticket having 
game indicia printed thereon and an opaque, removable coating covering at least a 
portion of the game indicia, the coating further having a security pattern disposed 
thereon, the method comprising: 

detecting the security pattern; 

determining a ticket security signature using detected security pattern; and 
comparing the determined ticket security signature to a printed ticket security 
signature on the ticket. 

1 9. The method of claim 1 8 further comprising 

rejecting the ticket if the determined ticket security signature and the printed 
ticket security signature are not related according to a predetennined criterion. 

20. The method of claim 18 further comprising 

deeming the ticket authentic if the determined ticket security signature and the 
printed ticket security signature are related according to a predetermined criterion. 
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